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{Case:  Hacker #93,186,177 Echo}
Time: 03/07/2008 05:12:20

Event: SQL_SSRP_Slammer_Worm
Intruder: 

SQL_SSRP_Slammer_Worm, 58.20.228.52
SQL_SSRP_StackBo, 58.20.228.52

Count: 2823
IP: 58.20.228.52



DNS: 58.20.228.52
=====================

Target: 58.20.228.52
Date: 03/07/2008 05:12:20
Nodes: 17
 Node Data
Node Net Reg IP Address      Location            Node Name
   1   -   - 00.00.000.00    Talkeetna Ak      remote-locator
   2   1   - 12.25.118.49    Oklahoma City       
   3   2   - 12.25.118.41    Oklahoma City       
   4   3   - 12.25.118.67    Oklahoma City       
   5   4   - 12.168.88.1     41.100N,  80.650W   
   6   5   - 12.116.213.181  Unknown             
   7  6   1 12.123.8.194    WASHINGTON D.C.     tbr1.wswdc.ip.att.net
   8   7   1 12.122.10.30    St. Louis           tbr1.sl9mo.ip.att.net
   9   8   1 12.122.9.142    St. Louis           tbr2.sl9mo.ip.att.net
  10   9   1 12.122.10.14    Los Angeles         tbr2.la2ca.ip.att.net
  11  10   1 12.123.199.113  Palmdale            gar2.lsrca.ip.att.net
  12  11   - 12.118.130.86   Los Angeles         
  13  12   - 219.158.3.185   BEIJING (PEKING)    
  14  12   - 219.158.10.234  BEIJING (PEKING)    
  15  13   - 220.248.160.26  28.200N, 112.967E   
  16  13   - 220.248.161.254 28.200N, 112.967E   
  17  14   - 58.20.228.52    27.861N, 112.894E   
 Packet Data
Node High Low  Avg  Tot  Lost
   1    0    0    0    1    0
   2  920  920  920    1    0
   3  353  353  353    1    0
   4  322  322  322    1    0
   5  663  663  663    1    0
   6  306  306  306    1    0
   7  473  473  473    1    0
   8  375  375  375    1    0
   9  495  495  495    1    0
  10  393  393  393    1    0
  11  377  377  377    1    0
  12  695  695  695    1    0
  13  620  620  620    1    0
  14  714  714  714    1    0
  15  556  556  556    1    0
  16  630  630  630    1    0
  17 ---- ---- ----    2    2
 Network Data



Network id#: 1
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 
                                  12.0.0.0 - 12.255.255.255
DOBSON CELLULAR SYSTEMS DOBSON-C340-118 (NET-12-25-118-0-1) 
                                  12.25.118.0 - 12.25.119.255

Network id#: 2
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 
                                  12.0.0.0 - 12.255.255.255
DOBSON CELLULAR SYSTEMS DOBSON-C340-118 (NET-12-25-118-0-1) 
                                  12.25.118.0 - 12.25.119.255

Network id#: 3
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 
                                  12.0.0.0 - 12.255.255.255
DOBSON CELLULAR SYSTEMS DOBSON-C340-118 (NET-12-25-118-0-1) 
                                  12.25.118.0 - 12.25.119.255

Network id#: 4
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 
                                  12.0.0.0 - 12.255.255.255
AT&T WorldNet Services ATTSVCM-12-168-88-0 (NET-12-168-88-0-1) 
                                  12.168.88.0 - 12.168.95.255
DOBSON CELLULAR SYSTEMS DOBSON-C14-88 (NET-12-168-88-0-2) 
                                  12.168.88.0 - 12.168.88.255

Network id#: 5
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 
                                  12.0.0.0 - 12.255.255.255
AT&T Worldnet Services ATTSVI-12-112-0-0 (NET-12-112-0-0-1) 
                                  12.112.0.0 - 12.119.255.255

Network id#: 6
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 
                                  12.0.0.0 - 12.255.255.255
AT&T Worldnet Services ATTSVI-12-122-0-0 (NET-12-122-0-0-1) 
                                  12.122.0.0 - 12.123.255.255

Network id#: 7
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 
                                  12.0.0.0 - 12.255.255.255
AT&T Worldnet Services ATTSVI-12-122-0-0 (NET-12-122-0-0-1) 
                                  12.122.0.0 - 12.123.255.255

Network id#: 8
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 



                                  12.0.0.0 - 12.255.255.255
AT&T Worldnet Services ATTSVI-12-122-0-0 (NET-12-122-0-0-1) 
                                  12.122.0.0 - 12.123.255.255

Network id#: 9
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 
                                  12.0.0.0 - 12.255.255.255
AT&T Worldnet Services ATTSVI-12-122-0-0 (NET-12-122-0-0-1) 
                                  12.122.0.0 - 12.123.255.255

Network id#: 10
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 
                                  12.0.0.0 - 12.255.255.255
AT&T Worldnet Services ATTSVI-12-122-0-0 (NET-12-122-0-0-1) 
                                  12.122.0.0 - 12.123.255.255

Network id#: 11
AT&T WorldNet Services ATT (NET-12-0-0-0-1) 
                                  12.0.0.0 - 12.255.255.255
AT&T Worldnet Services ATTSVI-12-112-0-0 (NET-12-112-0-0-1) 
                                  12.112.0.0 - 12.119.255.255

Network id#: 12

OrgName:    Asia Pacific Network Information Centre 
OrgID:      APNIC
Address:    PO Box 2131
City:       Milton
StateProv:  QLD
PostalCode: 4064
Country:    AU

Network id#: 13

OrgName:    Asia Pacific Network Information Centre 
OrgID:      APNIC
Address:    PO Box 2131
City:       Milton
StateProv:  QLD
PostalCode: 4064
Country:    AU

Network id#: 14

OrgName:    Asia Pacific Network Information Centre 
OrgID:      APNIC



Address:    PO Box 2131
City:       Milton
StateProv:  QLD
PostalCode: 4064
Country:    AU

 Registrant Data

==================================================
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{Case:  Hacker #93,186,179 Echo}
Time: 04/03/2008 23:47:53

Event: SQL_SSRP_Slammer_Worm
Intruder: 

SQL_SSRP_Slammer_Worm, 221.4.248.164
SQL_SSRP_StackBo, 221.4.248.164

Count: 2014
IP: 221.4.248.164

DNS: 221.4.248.164
=====================

==============================

Time, Event, Intruder, Count
4/3/2008 23:47:53, SQL_SSRP_Slammer_Worm, 221.4.248.164, 2014

ISP-URL: 221.4.248.164

Unauthorized Access Attempt] This event looks for an overflow in a UDP packet with 
a destination port 1434 and the SQL Slammer Worm return address.

==================================================

Time, Event, Intruder, Count
4/3/2008 23:47:53, SQL_SSRP_StackBo, 221.4.248.164, 2014

ISP-URL: 221.4.248.164

[Unauthorized Access Attempt] This event looks for a UDP packet with destination 
port 1434 whose 1st byte is 0x04 and whose length is greater 

==================================================

The Criminal  ISP-URL: 221.4.248.164

==============================

Time, Event, Intruder, Count
4/3/2008 23:47:53, SQL_SSRP_Slammer_Worm, 221.4.248.164, 1



ISP-URL: 221.4.248.164

Unauthorized Access Attempt] This event looks for an overflow in a UDP packet with 
a destination port 1434 and the SQL Slammer Worm return address.

============================================

Time, Event, Intruder, Count
4/3/2008 23:47:53, SQL_SSRP_StackBo, 221.4.248.164, 1

ISP-URL: 221.4.248.164

[Unauthorized Access Attempt] This event looks for a UDP packet with destination 
port 1434 whose 1st byte is 0x04 and whose length is greater 

============================================

Target: 221.4.248.164
Date: 4/4/2008 (Friday), 00:23:34
Nodes: 22
 Node Data
Node Net Reg IP Address      Location            Node Name
   1   -   - - 00.00.000.00    Talkeetna Ak      remote-locator
   2   1   - 24.237.152.1    Anchorage           
   3   2   1 209.165.138.241 Anchorage           241-138-165-209.gci.net
   4   3   1 65.74.63.241    Anchorage           241-63-74-65.static.gci.net
   5   2   1 209.165.128.220 Anchorage           220-128-165-209.gci.net
   6   2   1 209.165.128.58  Anchorage           58-128-165-209.gci.net
   7   2   1 209.165.129.208 Unknown             208-129-165-209.gci.net
   8   2   1 209.165.129.94  Unknown             inetseasdcsw-2.gci.net
   9   4   2 4.71.156.65     Seattle             ge-6-24.car3.seattle1.level3.net
  10   4   2 4.68.105.158    Seattle             ae-31-55.ebr1.seattle1.level3.net
  11   4   2 4.69.132.49     San Jose            ae-3.ebr1.sanjose1.level3.net
  12   4   2 4.69.134.194    San Jose            ae-61-61.csw1.sanjose1.level3.net
  13   4   2 4.68.123.3      San Jose            ge-2-0-0-51.gar2.sanjose1.level3.net
  14   4   2 4.79.54.6       San Jose            china-netcom.gar2.sanjose1.level3.net
  15   5   - 219.158.3.217   Unknown             
  16   5   - 219.158.10.50   Unknown             
  17   6   - 221.4.0.30      Unknown             
  18   6   - 221.4.2.102     Unknown             
  19   6   - 221.4.240.122   Unknown             
  20   6   - 221.4.240.118   Unknown             
  21   6   - 221.4.240.46    Unknown             
  22   6   - 221.4.248.164   Unknown     



        
 Packet Data
Node High Low  Avg  Tot  Lost
   1    0    0    0    1    0
   2  338  338  338    1    0
   3  140  140  140    1    0
   4  148  148  148    1    0
   5  150  150  150    1    0
   6  159  159  159    1    0
   7  198  198  198    1    0
   8  186  186  186    1    0
   9  185  185  185    1    0
  10  292  292  292    1    0
  11  296  296  296    1    0
  12  305  305  305    1    0
  13  272  272  272    1    0
  14  581  581  581    1    0
  15  471  471  471    1    0
  16  386  386  386    1    0
  17  394  394  394    1    0
  18  392  392  392    1    0
  19  395  395  395    1    0
  20  416  416  416    1    0
  21  407  407  407    1    0
  22 ---- ---- ----    2    2
 Network Data
Network id#: 1

OrgName:    GCI Communications, Inc. 
OrgID:      GCOM
Address:    2550 Denali St.
Address:    Suite 1000
City:       Anchorage
StateProv:  AK
PostalCode: 99503
Country:    US

Network id#: 2

OrgName:    GCI Communications, Inc. 
OrgID:      GCOM
Address:    2550 Denali St.
Address:    Suite 1000
City:       Anchorage
StateProv:  AK
PostalCode: 99503



Country:    US

Network id#: 3

OrgName:    GCI Communications, Inc. 
OrgID:      GCOM
Address:    2550 Denali St.
Address:    Suite 1000
City:       Anchorage
StateProv:  AK
PostalCode: 99503
Country:    US

Network id#: 4

OrgName:    Level 3 Communications, Inc. 
OrgID:      LVLT
Address:    1025 Eldorado Blvd.
City:       Broomfield
StateProv:  CO
PostalCode: 80021
Country:    US

Network id#: 5

OrgName:    Asia Pacific Network Information Centre 
OrgID:      APNIC
Address:    PO Box 2131
City:       Milton
StateProv:  QLD
PostalCode: 4064
Country:    AU

Network id#: 6

OrgName:    Asia Pacific Network Information Centre 
OrgID:      APNIC
Address:    PO Box 2131
City:       Milton
StateProv:  QLD
PostalCode: 4064
Country:    AU

 Registrant Data
Registrant id#: 1
See Registrant Pane for registrant contact information.



Registrant id#: 2
See Registrant Pane for registrant contact information.

UNKNOWN  ISP-URL's SERVER LOCATION

15   5   - 219.158.3.217   Unknown 

BEIJING (PEKING) (39.911N, 116.389E)
===================
            
  16   5   - 219.158.10.50   Unknown 

BEIJING (PEKING) (39.911N, 116.389E)
===================
            
  17   6   - 221.4.0.30      Unknown   

Guangzhou (23.122N, 113.239E)
===================
          
  18   6   - 221.4.2.102     Unknown    

Guangzhou (23.122N, 113.239E)
===================
         
  19   6   - 221.4.240.122   Unknown  

Guangzhou (23.122N, 113.239E)
===================
           
  20   6   - 221.4.240.118   Unknown    

Guangzhou (23.122N, 113.239E)
===================
         
  21   6   - 221.4.240.46    Unknown    

Guangzhou (23.122N, 113.239E)
===================
         



  22   6   - 221.4.248.164  Unknown    

Guangzhou (23.122N, 113.239E)

==================================================
==================================================
==================================================

Hidden Unknown Hacker PRC ISP-URL Server Locations

221.4.3.129     ISP-URL Location  Guangzhou (23.122N, 113.239E)
221.4.2.98       ISP-URL Location   Guangzhou (23.122N, 113.239E)        
221.4.0.22       ISP-URL Location   Guangzhou (23.122N, 113.239E)              
221.4.240.126   ISP-URL Location Guangzhou (23.122N, 113.239E
221.4.3.130   ISP-URL Location  Guangzhou  (23.122N, 113.239E)                

221.4.240.114   ISP-URL Location  Guangzhou (23.122N, 113.239E)
221.4.0.26      ISP-URL Location Guangzhou (23.122N, 113.239E)
221.4.4.94  ISP-URL Location  Guangzhou (23.122N, 113.239E)

221.4.0.22      ISP-URL Location Guangzhou (23.122N, 113.239E)       
221.4.2.98      ISP-URL Location  WASHINGTON D.C. (38.911N,  77.017W) +  

Guangzhou (23.122N, 113.239E)

=================================

MOC: Marriage of Convenience

FTTP: Sexual Human Trafficking; 
"to obtain Info / Favors for National Security, Government Data, Corporate Data, 

Blackmail, Trade Secrets, Technology"

HTA: Human Trafficking Auctions;
 "Sex Slaves,  Child Prostitution, Child Pornography, S&M, Profiteering, Forced 

Slave Labor"

Communist are no better than the alleged free world Capitalists. Asia Pacific Rim 
Human Trafficking Auction starting bids were $10,000.00 to $185,000.00 for a child.

Due to Corrut Politicians and Corrupt Law Enforcement and Corrupt Government 
Personel in the United Staes of America, United Kingdom, Africa, South America 

and the Peoples Republic of China I can no longer afford to replace all of the 
destroyed equipment, computers, computer programs or even attend the 

International Conference on Youth in Greece this year; denied even a passport 



because of what I know about Corrupt perverted politicians. Does the United Nations 
still do passports for International Citizens.

This web site wil not be shut down; http://www.ici-sog.org

Hans & Comanche
Stand up for all children now!


